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Important
Notice

Limitation of
Liability

Patents

Copyright

Trademarks

Due to the nature of wireless communications, transmission and reception of data can
never be guaranteed. Data may be delayed, corrupted (i.e., have errors) or be totally lost.
Although significant delays or losses of data are rare when wireless devices such as the
Sierra Wireless product are used in a normal manner with a well-constructed network, the
Sierra Wireless product should not be used in situations where failure to transmit or
receive data could result in damage of any kind to the user or any other party, including
but not limited to personal injury, death, or loss of property. Sierra Wireless accepts no
responsibility for damages of any kind resulting from delays or errors in data transmitted
or received using the Sierra Wireless product, or for failure of the Sierra Wireless product
to transmit or receive such data.

The information in this manual is subject to change without notice and does not represent
a commitment on the part of Sierra Wireless. SIERRA WIRELESS AND ITS AFFILIATES
SPECIFICALLY DISCLAIM LIABILITY FOR ANY AND ALL DIRECT, INDIRECT,
SPECIAL, GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY
DAMAGES INCLUDING, BUT NOT LIMITED TO, LOSS OF PROFITS OR REVENUE OR
ANTICIPATED PROFITS OR REVENUE ARISING OUT OF THE USE OR INABILITY TO
USE ANY SIERRA WIRELESS PRODUCT, EVEN IF SIERRA WIRELESS AND/OR ITS
AFFILIATES HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR
THEY ARE FORESEEABLE OR FOR CLAIMS BY ANY THIRD PARTY.

Notwithstanding the foregoing, in no event shall Sierra Wireless and/or its affiliates
aggregate liability arising under or in connection with the Sierra Wireless product,
regardless of the number of events, occurrences, or claims giving rise to liability, be in
excess of the price paid by the purchaser for the Sierra Wireless product.

This product may contain technology developed by or for Sierra Wireless Inc. This product
includes technology licensed from QUALCOMM®. This product is manufactured or sold by
Sierra Wireless Inc. or its affiliates under one or more patents licensed from MMP
Portfolio Licensing.

© Sierra Wireless. All rights reserved.

Sierra Wireless®, AirPrime®, AirLink®, and the Sierra Wireless logo are registered
trademarks of Sierra Wireless.

Windows® and Windows Vista® are registered trademarks of Microsoft Corporation.

Macintosh® and Mac OS X® are registered trademarks of Apple Inc., registered in the
U.S. and other countries.

QUALCOMM® is a registered trademark of QUALCOMM Incorporated. Used under
license.

Other trademarks are the property of their respective owners.
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Preface

Contact
Information

Sales information and technical Web: sierrawireless.com/company/contact-us/
support, including warranty and returns | Gjopal toll-free number: 1-877-687-7795
6:00 am to 5:00 pm PST

Corporate and product information Web: sierrawireless.com
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1: Introduction

Note: This user guide is intended for the AirLink RV55. If you have a different AirLink gateway or
router, refer to the ALEOS Software Configuration User Guide for your gateway or router.

Overview

ACEmanager™ is the free, web-based utility used to manage and configure AirLink®
gateways. It is a web application integrated in the ALEOS™ software that runs on the
AirLink RV55. AirLink Embedded Operating System (ALEOS) is purpose-built to maintain
a wireless connection and to configure the RV55 to the needs of the system.
ACEmanager provides comprehensive configuration, monitoring, and control functionality
to all AirLink gateways and routers.

ACEmanager enables you to:

Log in and configure parameters

Adjust network settings

Change security settings

Update events reporting and control outputs

Update ALEOS software and radio module firmware
Copy configuration settings to other AirLink RV55s

Since ACEmanager can be accessed remotely over-the-air as well as locally, the many
features of ALEOS can be managed from any location.

An ALEOS configuration template can be created using ACEmanager, after a single
device is configured and installed, to program other AirLink RV55s with the same
configuration values. This enables quick, accurate deployment of large pools of devices.

Sierra Wireless AirLink Products

For more information on specific AirLink products, go to www.sierrawireless.com

About Documentation

Each chapter in the ALEOS Configuration User Guide describes a section (a tab in the
user interface) of ACEmanager.

Chapters in this user guide explain:

e Parameter descriptions in ACEmanager

¢ Relevant configuration details

e User scenarios for certain sections in the guide.

Rev. 1 November 2019 14 41113546
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Introduction

Tools and Reference Documents

Document Description

AirLink RV55 This hardware document describes how to:

Hardware User Guide |«  |nstall the AirLink RV55

*  Connect the radio antennas

e  Connect a notebook computer and other input/output (I/O) devices
® |Interpret the LEDs and indicators on the AirLink RV55.

ALMS User Guide AirLink Management Service features online help, videos and “How-To” pages that explain
how to use ALMS for the remote management of Sierra Wireless AirLink gateways.
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2: Gateway Configuration

To access ACEmanager:

1. Insert the SIM card, if applicable. Refer to the AirLink Gateway Hardware User Guide
for details.

2. Power on the AirLink gateway.

3. Launch your browser and enter the IP address and port number:
http://192.168.13.31:9191

ACEmanager is supported on the latest versions of Internet Explorer® and Firefox®.

W

.'\N»
siERRA | Airlink ACEmanager

pppppppppppppppp

Figure 2-1: ACEmanager: Main Login screen

4. Login:
- User Name: “user” (entered by default)
- Default Password:
- For devices that support unique passwords, the default password is printed on the
device label.
- For other devices, the default password is 12345.

Note: ACEmanager sessions, by default, time out in 15 minutes. If there is no activity for this idle
timeout period, you are redirected to the Login screen. To change the session idle timeout period,
see Session Idle Timeout (minutes) on page 219.

Note: For system security, ensure that you change the default ACEmanager password. The new
password must be at least 8 characters long. For more information, see Change Password on
page 360.

If your device is using a non-unique default password to log in to ACEmanager, a
message to change the default password is displayed.
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Bl Change Default Password Not Now

~ You are currently using the default password to log in.

For security reasons we strongly recommend you change your password.

I— Please Change Your ACEmanager Password

Old Password:
New Password:

Retype New Password:

Change Password

Gateway Configuration

Note: By clicking “Not Now”, you may continue without changing the default password; however,
you must accept the risk of bypassing this critical and strongly recommended security measure.

After your initial log in to ACEmanager, you have the option of displaying the gateway

status parameters on subsequent Login screens.
1. In ACEmanager, go to Services > Device Status Screen.

2. Inthe Device Status on Login Screen field, select Enable. (For details, see Device
Status Screen on page 271.)

LOGIN

User Name: | user

Password:

DEVICE STATUS
Network State:
3G RSSI:
Network Service:
WAN IP Address:
LTE Signal Strength (RSRP):
LTE Signal Quality (RSRQ):
LTE Signal Interference (SINR):
Location Fix:
Satellite Count:

Location (Lat, Long):

Network Ready
Tal (-80dB8m)

4G

25.160.54.15

-114

-8

11.2

Location Fix Acquired
17

4917207, 12307014

Figure 2-2: ACEmanager: Main Login screen with Location and Device Status enabled.

If you have Location fields selected on the Device Status screen, but Location Service is

disabled, the gateway Login screen will show Location Service Disabled.

Rev. 1 November 2019
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Recovery Mode

In the unlikely event that ALEOS becomes corrupted, or if the RV55 is unresponsive to
ACEmanager input and AT commands, you can manually put the gateway into recovery
mode.

Recovery mode enables you to update the ALEOS software and return the gateway to
working order.

Note: ALEQOS software updates done in Recovery mode do not preserve any custom settings such
as cellular settings, AAF applications, efc.

To enter Recovery mode:

1.

Rev. 1 November 2019

Use an Ethernet cable to connect the gateway to your computer. (Recovery mode is
not supported on USBnet.)

Power on the AirLink gateway.

On the gateway, press the Reset button for more than 20 seconds. (Release the
button when the Power LED flashes amber.)

Launch your browser and enter the IP address and port number
http://192.168.13.31:9191.

The following screen appears:

Reboot Support Website

UPLOAD PACKAGE

Choose File | No file chosen m

Gateway is in recovery mode. This may be due to a missing or cormupted ALEOS image, ora
long press on the device reset button. You can either:

a. Attempt a regular ALEOS boot (press the device reset button or click on "Reboot’); or
b. Browse and install a new ALEOS package by clicking on "Update”

Figure 2-3: Recovery screen
Click Choose File and navigate to the appropriate ALEOS software version for your
gateway.

Click Update.

The screen lets you know that the update was successful and automatically reboots
the gateway.

Support Website
INSTALLATION SUCCESS

S )
- Reboot in progress...

Do not remove power

Copyright £ 2016 Sierra Wireless, Inc.
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Gateway Configuration

When the reboot is complete, the gateway exits Recovery mode, and the ACEman-
ager Login screen appears.

If you select an inappropriate version of ALEOS, an error message, such as the follow-
ing appears.

Support Website

UPDATING

Dryrun software update failed. Aborting...
Check failed: Could not find signature or certificate in the

package
Back Get log

If this happens, click the Log button and save the log file for review by Sierra Wireless
or your authorized reseller.

Click Back to return to the previous screen to select the correct version of ALEOS.

If you have inadvertently entered Recovery mode, you can exit it by doing one of the
following:

Press the reset button on the gateway to reboot it.

Click the Reboot button on the Recovery screen.

Wait 10 minutes. If no action is taken within 10 minutes of the device entering
Recovery mode (for example, if the Recovery screen has not been loaded by the web
browser), it automatically reboots and exits Recovery mode.

Toolbar

The buttons on the ACEmanager toolbar are:

Software and Firmware: Updates the ALEOS software and the radio module firmware
Template:

- Download and save a configuration as a template

- Upload a saved template to apply settings

Reboot: Reboots the gateway

Refresh All: Refreshes all ACEmanager pages

Help

Logout

Configuring your AirLink Gateway

There are three options for configuring the AirLink gateway:

Rev. 1 November 2019

Use your browser-based ACEmanager (as detailed in this guide)

Use a terminal emulator application (e.g., Tera Term, PuTTY, etc.) to enter AT
commands for many of the configuration options.

Use the cloud-based AirLink Management Service application (see www.sierraw-
ireless.com/products-and-solutions/gateway-solutions/alms/ for more details.)
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Saving a Custom Configuration as a Template

If you have a gateway configured to match your requirements, you can use ACEmanager
to download and save that gateway’s configuration as a template and then apply it to other
Sierra Wireless AirLink gateways.

Note: Sierra Wireless recommends that templates be created and applied to AirLink gateways
running the same version of ALEOS. If you apply a template created using an older version of
ALEQOS to a gateway running a newer version of ALEOS, settings for newly added features are not
updated.

To download and save a custom configuration as a template:

1.

4,

Rev. 1 November 2019

Connect a laptop to the gateway with the configuration you want to save as a
template.

In ACEmanager, click the Template button on the toolbar.

ACEmanager

Software and Firmware Refresh All Reboot Help Logout

Figure 2-4: ACEmanager: Template button

The following window appears:

Template Close

Apply Template
Upload and apply a template configuration to your device. This will automatically apply the template requiring a reboot after completion.

No file selected.

Download Template
You can download a complete comprehensive template of your device's configuration here.
You can specify an optional Template Mame as well as optional Status Information.

Template Name:

Include Passwords: [

Include Device Info:

Figure 2-5: ACEmanager: Template window

Use the bottom half of the window to download and save a template.

If desired, enter a Template Name. The file is saved using this name and a .xml file
extension. Spaces and special characters are not supported, and, if entered, are
deleted from the file name.

If no Template name is entered, the file is saved as SWIApplyTemplate.xml.

Choose whether or not to:

- Include Passwords
When Include Passwords is selected, passwords configured in ACEmanager (such
as the email password, the SMS ALEOS Command password, the Serial PPP
password, etc.) are shown in plain text in the template file. When the template is

20 41113546



Gateway Configuration

uploaded to a gateway, the passwords are included and replace any existing
password configured on the gateway.

If Include Passwords is not selected, password fields are not included in the
template file, and existing passwords persist when the template is uploaded to a
gateway.

Note: The ACEmanager login password is not included when you select the Include Passwords
option.

- Include Device Info (selected by default)
When selected, the template file includes a “snap-shot” of the current Status tab
information with the current settings. This could be useful for troubleshooting.

5. Click Download. The download status appears at the bottom of the window.

Template Close

Apply Template
Upload and apply a template configuration to your device. This will automatically apply the template requiring a reboot after completion.
No file selected. Upload

Download Template
You can download a complete comprehensive template of your device’s configuration here.
You can specify an optional Template Name as well as optional Status Information.

Template Name: MyTemplate

Include Passwords: [

Include Device Info:

Status: Template Download Complete!

Figure 2-6: Download template complete

Once the download is complete, the following window opens:

£ MyTemplatexml I

| You have chosen to open:

which is: XML Document (50.2 KB)
from: http://192.168.13.31:9191

What should Firefox do with this file?

) Open with | XML Editor (default) v

[[] Do this automatically for files like this from now on.

OK ]I Cancel l

Figure 2-7: Open or Save the template file

6. In most cases, you will want to save the file to your computer for uploading to other

AirLink gateways, but you also have the option to open the file.

- Select Save File and click OK—file is saved to your computer (by default to the
Downloads folder). If you entered a template name, the file is saved using that
name. Otherwise, it is saved under the default name,

SWIApplyTemplate.xml.
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- Select Open and click OK—file opens in a text or XML editor as a human readable
file. Use this option if you selected Include Device Info when you saved the file and
want to view the device information (the text between the <devicestatus> and </
devicestatus> tags is the snap-shot of the Device Info), or you want to compare this
template with another template.

Warning: Do not attempt to change settings directly in the template file. Changing settings in the
template file could result in unexpected behavior in the AirLink gateway. Alter the template only if
you are specifically directed to do so by your distributor or Sierra Wireless Technical Support.

Tip: If you want to compare a new template with the previous one, download and save the old
template before applying the new one. You can use any 3rd party text comparison tool to check the
differences between two templates.

Applying a Template

Note: If you are using Internet Explorer 9 to upload the template, see Templates on page 541 for
instructions on configuring the browser’s Internet options to allow the upload.

Note: Sierra Wireless recommends resetting the gateway to the factory default settings before
applying the template.

To upload and apply a template to an AirLink gateway:

1. Connect the computer (where the template is saved) to the AirLink gateway you want
to upload the template to, or connect to the gateway over the air.
2. Loginto ACEmanager, and go to Admin > Advanced.

3. Select the Reset Mode:

- Preserve Cellular Authentication Settings—Recommended if you are applying a
template remotely using a remote ACEmanager connection (or ALMS). For a list of
preserved settings, see Reset Mode on page 372.

- Reset All— Recommended if you are applying a template locally (i.e your computer
is physically connected to the gateway).

4. Once the gateway reboots, log in to ACEmanager.

5. In ACEmanager, click the Template button on the toolbar.

Software and Firmware Refresh All Reboot Help Logout

Figure 2-8: ACEmanager: Template button

ACEmanager
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6.

7. Click Open. The template file name appears beside the Browse... button.

Template Close

8.

9. When the upload is complete, a Reboot button appears on the window.

Rev. 1 November 2019

Gateway Configuration

The following window appears:

Template Close

Apply Template
Upload and apply a template configuration to your device. This will automatically apply the template requiring a reboot after completion.

No file selected.

Download Template

“ou can download a complete comprehensive template of your device's configuration here.
You can specify an optional Template Name as well as optional Status Information.

Template Name:

Include Passwords: [

Include Device Info-

Figure 2-9: ACEmanager: Template window

Use the top half of the window to upload and apply a template to your AirLink gateway.

Click Browse... and navigate to the template you want to upload.

Apply Template
Upload and apply a template configuration to your device. This will automatically apply the template requiring a reboot after completion.

My Template xml

Download Template

You can download a complete comprehensive template of your device's configuration here.
You can specify an optional Template Name as well as optional Status Information.

Template Name: MyTemplate

Include Passwords: ||

Include Device Info-

Status: Template Download Complete!

Figure 2-10: Apply Template file opened

Click Upload.
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10.

Template Close

Apply Template

MyTemplate xml

Template Upload Complete!

Upload and apply a template configuration to your device. This will automatically apply the template requiring a reboot after completion.

| Status: Settings Written to Device. Reboot is required!

| Reboot

Download Template

You can specify an optional Template Name as well as optional Status Information.

Template Name-
Include Passwords: ||
Include Device Info:

Status: Template Download Complete!

You can download a complete comprehensive template of your device's configuration here.

Figure 2-11: Template file uploaded

Click Reboot.

11. To confirm that the new template has been applied or to find out which template is
currently on a gateway, go to Status > About and check the Template Name field.

Note: The Template Name field shows the last template applied and does not indicate any configu-

ration changes made since the last template was applied.

Rev. 1 November 2019
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Status WAN/Cellular = Dual Wi-Fi = LAN VPN Security Services Location  Events Reporting  Dual Serial ~ Applications = /O Admin

Home

Cellular
Ethernet

Dual Wi-Fi
LAN IP/MAC Table
VPN

Security
Services
Location

Dual Serial
Applications
Policy Routing
RSR

PNTM

About

Rev. 1 November 2019

ime - 9/6/2019 11-20-56

M

Device Model RV55
Radio Module Type EM7511
Radio Module Identifier GENERIC
Radio Firmware Version SWIX50C_01.08.04.00 dbb5d0 jenkins 2018/06/21 21:40:11
Radio Hardware Version 1.0
SKU PRI ID 9908373, 002.001
Carrier PRI ID 9907259, GENERIC_002.012_000
AT Serial Number 2R90240015010307
AT Location/RAP Device ID Device ID Disabled
AT Ethemet Mac Address 00:14:3E-48:98:FB
AT ALEOS Software Version 4130
ALEOS Build number 005
Device Hardware Configuration 212B1000000000000000000000000000
Boot Version 411
AT Recovery Version 2.0 - BfcB3cIdfad4059d934
MCU Firmware Version 02.08

chIVersmn 43 )
emplate Name RVEbTemplate

Module COMA check

Figure 2-12: ACEmanager: Status > About

Note: If no template has been applied to the gateway since it was set or reset to the
factory default settings, the template field is blank.

Update the ALEOS Software and Radio
Module Firmware

To take advantage of new features available in the latest version of ALEOS,
update the ALEOS software and radio module firmware on your AirLink gateways.

You can use ACEmanager to update one gateway at a time or you can use
AirLink Management Service (ALMS) to update one or multiple gateways at the
same time.

Important: Sierra Wireless always recommends updating ALEOS to the latest version to
take advantage of new features and security updates. If your application requires you to
install an earlier version of ALEOS than your current version, please note that Sierra
Wireless:

®  does not recommend using any version prior to ALEOS 4.9.3.

®*  recommends that ALEOS devices be reset to factory defaults following any
downgrade operation.
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Note: ALEOS software releases may not apply to all AirLink devices. Please ensure that the

version you select is compatible with your device.

Note: If the update includes a radio module firmware update, the radio module firmware stored on
the gateway is also automatically updated. If there is not enough room in the storage, the radio
module firmware update fails, so you may need to remove one of the versions stored on the
gateway to free up space. For more information, see Radio Module Firmware on page 381.

Step 1—Planning Your Update

1. Sierra Wireless recommends that you download a template from the gateway(s)
before you begin the update process. For instructions, see Saving a Custom Configu-

ration as a Template on page 20.

2. For each of the gateways you want to update, make a note of the:

- Device Model
- Radio Module Type
- Radio Module Identifier

ALEOS Software VersionThis information is available in ALMS and in ACEmanager

(Status > About).

Status | WAN/Cellular  Dual Wi-Fi =~ LAN VPN Security ~ Services Events Reporting = Dual Serial ~ Applications /O Admin
Last updated time : 9/6/2019 11:20:56 AM
$iome Device Mods! RV6
Cellular Radio Module Type EM7511
Radio Module Identifier GENERIC
Ethernet -
Radio Firmware Version SWI9X50C_01.08.04.00 dbb5d0 jenkins 2018/08/21 21:40:11
Dual Wi-Fi Radio Hardware Version 1.0

LAN IP/MAC Table

VPN

Security

Services

Location

Dual Serial

Applications

Policy Routing

RSR

PNTM

About

SKUPRIID
Carrier PRI ID
AT Serial Number
AT | ocation/RAP Device ID

AT Ethamat-Mac Addn

9908373, 002.001
9907259, GENERIC_002.012_000
2R90240015010307

Device ID Disabled

A0-144-2C-48-00-E0

Alas o, A

4420

ALEOS Build number
Device Hardware Configuration
Boot Version
AT Recovery Version
MCU Firmware Version
MSCI Version
Template Name

Maodule COMA check

Figure 2-13: ACEmanager: Status > About
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3. If you are planning to use ACEmanager to do the update:

a. Go to source.sierrawireless.com and select your product and mobile network
operator to get to the download page for your gateway.

b. Download the new ALEOS software version for your system. If new radio module
firmware is available, it is included with the ALEOS software in a .zip file.

Important: Do not install radio module firmware unless you are prompted to do so.

Note: If low power mode or time of day reboot are configured, and the following events are likely to
coincide with the update:

®*  The gateway entering low power mode

® The Time of Day reset occurring

Sierra Wireless recommends that you disable these features before beginning the update.

Recommendations

If you have any questions about the update process, contact your authorized Sierra
Wireless distributor before updating the radio module firmware.

Scheduling the update

The update can take up to 30 minutes to complete, depending on the speed of your
network connection. The AirLink gateway being updated will be off-line during the update,
so take this into account when scheduling the update.

Important: BE PATIENT! The firmware update can take up to 30 minutes to complete.

Waiting for the process to complete is faster than troubleshooting the problems that can be caused
by interrupting the process midway. (Interrupting the process may result in having to return the
gateway to the factory for repairs.)

Note: For LTE-M/NB-IoT AirLink gateways: Due to the lower data rates supported by
LTE-M/NB-IoT networks, over-t